22
There may well be other legislative solutions that
could be used against fraud, and MCI looks forward to the

opportunity to address them in the future.

X. CONC ON

Toll fraud is a significant industry problem that
requires the Attention and resources of telecommunication
service providers, consumers and government. To those ends,
MCI ufges the Commission to adopt policy, programs and

rules, if necessary, in accordance with these Comments.

Respectfully submitted,

MCI TELECOMMUNICATIONS CORPORATION

By: :75;64/24(313A4§ﬁ”¢/é//
Mary J. 84
Donald (J. Elardo
1801 Pennsylvania Avenue, N.W.
Washington, D.C. 20006
(202) 887-2605

Dated: January 14, 1994
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YOUR PARTNER
IN TELECOMMUNICATIONS
FRAUD PREVENTION

CPE-RELATED FRAUD...A COSTLY, GROWING PROBLEM

CPE-related fraud. the illegal use of private telecommunications svstems. can be a

serions problem for owners of Costomer Premises Equipment (CPE) such as PBX
and voice mail svstems. Surrveptitionsly tapping into systems through electronie
“hacking”™ or by stealing access codes. these thieves are able to use someone elses
phone lines to place costly international calls.

Many of them sell overseas callz at bargain rates to street customers. . .others use
the access for their own purposes. «<uch as making non-traceable calls to drug dealers
in foreign countries. [t's not untif weeks later. when unauthovized long-
distance calls show up on phone bill< that unsuspecting companies find out that

they ve been victimized.

MCI DETECT: A MULTI-DISCIPLINARY APPROACH

MCI has developed MCI Deteet? a mutti-disciplinary attack on the problem of fraud.

Thix value-added approach for our customers = provided at no additional cost. It includes:

These elements are now being implemented and shared with our customers. Working

with vou as part of your fraud control team. MCI will do as much as we can to help
vou limit vour exposure and financial lo~<. To find out what vou can do to control

fraud. take advantage of the MCI Detect program now.



CUSTOMER AWARENESS AND EDUCATION

Exclusive fraud

awareness video for

MC! customers.

o Faxclusive fraud awareness video for MO customers
* Manual on casily compromised CPE features

e Newsletter on latest fraud control teehnigues

Securing Your CPE...the First Line of Defense

Awareness of fraud potential is critical 1o its detection. A new fraud awareness video
presentation. “Invisible Criminals.” i~ available to all MCI customers. MCI has played
a leading role in educating customers to fraud potential and in ways to identify and
control it. Over the past three years. fraud workshops have been held for more than
2.000 participants.

The first and most important bharrier to telephone fraud is to secure your CPE.
The MCI Detect newsletter will kevp yvon npdated on the latest techniques. technology
and ideas. A manual for MCI co<tomers esplaining the features of CPE which are
vulnerable to attack will he available mid 1093, MCT can also provide security
consulting assistanee on a special vise basis for customers who have more comples

svstems.

CPE FRAUD DETECTION EQUIPMENT THROUGH AFFILIATES PROGRAM

20% discount

on recommended
CPE-attached

hardware.

* 206 discount on recommended CPE attached hardware

e Monitoring of PBX traffic on o eal vime hasis

The First Signs of Fraud Can Be Costly

U =ually. the first signs of fraud ave unespected spikes in telephone usage along with
a sudden vise in calls to certain area~. Bui these indicators often hecome apparent
weeks after the fact. when much of the diamage has already been done. A more timely.
continuous analysis of traffic can be o complished with PBX add-on equipment.
State-of-the-art access control .ol cinbaund traffie monitoring are available
through equipment manufactieed by Mool rame and Xiox. These units monitor
PBX traffic on a veal-time hasi~. W hew theesholds are triggered. the equipment sends
alarms and can even take the ultimae neasure of shutting down the abused facility
without human intervention. MCEouwrventhhy uses both MicroFrame and Xiox
equipment on its own office PB\ <. and ha~ arranged a 20% discount on CPE-attached

hardware units for MCI customer-



ANALYSIS OF CUSTOMER TRAFFIC

o Analvsis of outhound international and inhound 800 traffie
to determine fraudulent usage patterns
¢ Customer notification of suspected fraud

e Assistance with identifying how CPE wa< compromised

MCI Program Helps Spot Possible Fraud

Fraud can still oceur. no matter how carefully access to long distance lines is con-

MCI monitoring trolled. A hacker can get lucky. new technology may be able to subvert yours.
disgruntled emplovees may sell codes. the possibilities are endless.
rogr . . . . . o
program helps spot A program of recording and analy zing customers” usage in an effort to detect

possible fraud traffie with high-fraud-potential allows M1 10 <pot suspicious calling patterns and
advise customers before the charges appear on their bills. There is no charge to the
customer for this service and gradual extension is planned as technology permits.

[t's another part of MCE's commitment to our customers,

THIRD-PARTY INSURANCE

¢ True insuranece that transfers risk
e Coverage of any long distance carriers” traffic
Industry efforts have been made to limit frand loss through service guarantees that
function similarly to insurance coverage. However. these plans are limited to specifie
carriers and require specific volume traffic commitments.

MCI has a working relationship with an insurance broker. Henry Ward Johnson

& Company, Inc.; and a major insurance company for the introduction of an

insurance policy which transfers fraud ri=k without these shortcomings. MCI does

ACl works

ar nan-restrictive not view insurance as a sales tool. We want all our customers. no matter how many
carriers they may be using, to have maximum protection and minimum loss.

raud insurance.

FOR MORE INFORMATION, TALK TO YOUR MCI REPRESENTATIVE.

We'll work with vou in every way possible to reduce the risk of CPE-related fraud loss.
Through MCI Deteet, MCI makes its expertise on CPE-related fraud available to its
customers at no additional charge.

As an MCI customer, MCI Detect will help vou plan and implement a fraud
prevention program tailored expressly to vour needs. We will keep vou abreast
of new developments. emerging technologie-. fre<h ideas and
effective solutions. We'll do everyvthing we canto help vou
make your own program effective and cost efficient., |

I

Televommunivations Fraad Protection



| orking with our customers and the industry, since 1988,

.-}..' M(:?l@:has.éféatéd a fong history of leadership in upr'.eve‘ntioh, :

. "-"A"‘ii;élegéc"fiﬁ‘n alid‘identifircatioh"pf"telecomninhicéﬁohs’f_ra:ud R

| "'.'p'rb'blems. Ou'r‘goal is to assist our-cUstnm'e'r_s in every way.

pdssiﬁle; When it comes to telephone fraud, MCI has

zero tolerance.

MCI has played key roles in the apprehension of fraud

perpetrators, in improving telecommunications security, and
in helping to develop fraud resistant systems. Sharing our
knowledge, skills and experience with our customers, we
have helped such diverse organizations as insurance com-
panies, manufacturing firms, governmental organizations,

computer companies, and banks to stem this costly flow.

MCi: Y:us partner in telecommuni- r

cations fraud protection. MCI

WE STAND READY TO HELP YOU




MCI

' v‘_l.‘n Affiliation

With

MicroFrame

No Additional Lines, Easy Installation
and Initialization

Both the remote aceess mainienanee port aoid
SMDR port canmecr to the IPC-SH0 climinanng 1hy
cost ol extra =npport lines and modems bializa
ton = casthy accomplished thraneh o series ol
wenn-deiven prompis,

Ay combination of avaifable anthentcation
technologies miay he selecred Torimamienanee KUK
QeSS l [v {or 2” Hw'{'-(l{'“!lwl { I)H "HHH'Hl llzl!‘illlll‘
Cers are v ailable for <conime alavm ceneras inelod
e bothe pereent deviation from nonmad profiles ol

noinber-ol-evenrs linmations mocarh paramen

FOR INFORMATION
CALL 1(800)395-7450
MicroFrame. inc.
21 Meridian Road
Edison. NJ 08820

©MC! Telecommunications Corporation. 1993

ATTACENT &

Local
Terminal

P¢. 3

SMDR Port |

]

Pager
slarm

Technical Specifications

Basic Secure Sentinel® IPC-310 Platform

Authentication Models
Callback:
=ctDial Token

Operating Characteristics
e na Modem

"o v Lk Speed
i SOnnections:

; Connections.
“zndard Display:
standard Power:
_ptional Power
sack-up Power:

icard Memory:
suffer memory:
Cerature Range:
< inve Humiaity:
Dimensions

MCI'

Type

FixenVarab.e Caithack, Password Or y
In-Line: TeisKEY MagrakbY SotKEY
O¥-Lire: PasskEY and Other Papuiar Tokss -

2400 bos with NINP feve: 5 Error Correct
aNi Corpatib-e

19.2 Ktps. Speed Matcn ng between Poris
Hos: 1-RS-232/DB255 Hast 2-RS232.DBY
Aux Port-RS-232/DB25S

Ryt

Red. Green Yehiow LED Ingicaics
11012207240 Y AC. 50/60 42

48Y10 52V DC

Holdover Battery included

TMB Battery Supporied Static RAM
Programmabls

0-40 degrees Certigrade

T095%. rgn-candens.ng

575%950"x2 75"

Control No 20017 = -



Telecommunications Fra nd Protecti

'MCI Helps You Put the Finger on Fraud

Customer Awareness and Education
e Faclu=ive fraud awareness video for M 1 enstomers
e Manul on 1'a|.-i|_\wmn|n'n|ni-|-c| CPE featiires

e Newsdetter on latest fraud conteol techmguoes

CPE Fraud Detection Equipment
Through Affiliates Program

200 coeni vt eceommended hacker prevention
hardware
e Monitorine of 00 tadt on o veal time basis

Analysis of Customer Tratfic

e Anabs <i= of outhonnd international and inhownd
G001 athe to deteet Travdulent ssace patterns

e Cretomer notification of suspected fraud

e \vcence with identifving how CPE was

codrg e -lIHI‘-“(I

Third-Party Insurance
e Vrae insuranee that transters risk

« Covervane of anmy Tong distanee carviers teadlie

L0 Detect i aneftort e s
ot ot does ot anderntide, sl

oot successtully prevent




MCl1

In Affiliation With

Microkrame

IPC-310 SECURE SENTINEL

l)uzll—pm't controller with imrernal modom o ides

coniinuots toll fraud los< cotrceol theonzh

real-time call-decail monitoring,
mainienanee POFT =eenri. and
alarn management.

Pl Nicrob rame sccure ~cninel inreorates the

cesental element ol o <omnd relephione fravd To--

prexention peovrani ineo o sinele <abiion. The

~cerae sentioel vonrects o boel the SNSIDR e ol

miittenance pore ol the PBNC ~cenrime the main:
manee port against nanthorzed aeees<and deteo

te Prcvndhiden activine In continnousiv monitoring

call devail record- h prosdes prompe control i

thromeh alarm= 1o PO pacers or EAN machine- |
theve i~ o response o the il alaerne within

pressclected time. scenre ~entmel cacalanes alar-

tocheher aatharin and/or can avtematcalh iy

the abirsed Tacoilin.
Microl ranne lias heen a feader i proeramimabl
contpter and data nenwork scenrin SUsterns

sinee P82 Companies ol all <ize- relv oncihe

Seceure sentinel a~a hey clemen i thenr fraod To--

contcol progranm.
=taltacion and inidalization - quick ad casa
Formore information. contier Mivrol rame, i

at 1 a0 395-7450,

ol "5t‘ntinel

]
]
.~
)
;
~
[ ]

Realize the Following Benefits

. v nonitoring and analysis of eall-
s o determine i ACTIVIY eneerds
mrt' lllr'c‘~hu'¢' |¢'\f'|-
. Facees= 1o PBN miaintenanee port-
dvaneed caller authenneation

[FREESTREN

. dactany captured and logeed
. ot anto-learnT mode to establish
|4|‘||(‘\
. At alarim notification 1o PCLpager
\
A
. o of atarms to fieher lev el 1 oo

e ithon ~elected time friame
. v =hae-doswn capabihing i no
booabarims
)

. - 200 dseount on entire line of

e f;nnhu‘h for all MCT cusioner-



MCI

Wieth

I'n Affiliation

X10X

THE HACKER PREVENTER

Advanced artificial intelligence provides

CONINuoOUs. high level SeCUrity against

fraudulent access to PBX.

The Niox Hacker Preventer provides a unique.
proactive approach to telecommunications
fraud control. Using three lines of defense. u
guards inbound access 1o PBX svatems. block-
ing the effort= of even highly sophisticated
hackers. This is achieved through a combina-
ton of user ID. password. and verbal author-
ization. making the probability of guessing a
valid code one ina billion. Repeared access
attempts and anusaal call patterns are recog-
nized and access i~ denied.

Drawing upon experience and expertise
gained overnore than a decade of providing
PC-based call accounting and relecommunica-
tions security. Xiox offers a complete family of
hardware and software for successtully block -
ing. tracking and trapping hackers and system
abuser-. In addition to the Hacker Preventer.
the Fort Knox familv includes the Hacker

Deadbolr and the Hacker Tracker.

Realize The Following Benefits

* Three levels of inbound protection from
telephone hackers

* Secure. monitored use of DISA-tvpe feature-
for traveling emplovees and telecommurers

o oonatic reeognition of user-profile devia-
- and termination of fraudulent e
o v cemand printed reports for assistanee
Chovand analysis and vsage research
¢ - fe decess 1o Temote mnaintenance pul'(-.
oo mail svstems and modem pools
o i vadization of cost savings inherent to
(R U STetn -
o =1 ool 20% discount on entire family of
e products o alb MOCT castomers

Easy Installation and Custom

Contiguration

Wb honr- thie Niox Hacker Prevenrer can
b lledband configured o meet the precise
- needs of vour organization. The ani

~ berween one and sixteen extensions 1o
v BN and requires no special trunking or
o facilities) T ecan accommodate over
2 tornusy hour calls (depending on model
' o the DIT feature. Configurarion and
v anee can be aceomplished either by
- clephone or by using the DOS-hased
- ation utility: provided with the Hacker

ey



I'n

MCI

Affiliatiorp

Wik

X10X

St mbonna Dackher=rhrec locels s panee i

e e B o pacsweond s verbat i word

d~et 1D~ b

~topvacthoind baeker-
detine d clisees ol serviee for specibe hesinanons sucte

titeroffiee ar eertain area codes~ or restneted Trom e -
certain Jdesnipanon~ ~uch g snternatonad or any fone

distance call-.

~top hacker s ho don ooy adaees when feaving -y =
! } \

proprictany aser profiling. anromaredacenmlation o
profiles and artificial inmellicence compar-ons o preend
~eparate hackers from nsers,

Stop haekers who ey to eecontivare the aser sveenn,

the e THOTe T e e poertis protecte by anarras o

pavs=woord alternanivessa dial back oodean n[mhxli(\ i

passwords o etfecn for Tired periads sach s one-inn
or 24T e

Prack hackersrobosi reporiinge capalulities inchuade
Vurhorized U-ers Call Deral Nenve U-ee 1D~ and Dl
Vetviey b Usee 1D,

and e
‘l~‘l‘__’“f'li Loy ripr

The XIOX system that will...
Track Stop

XHP  XHP
XHP/ XHP
XHT

Hackers who trip alarms accessing the system

Hackers who trip alarms leaving the system

XHP  XHP

Hackers who don't rip alarms

XHP/ XHP/
XHDB XHDB

Hackers who try to reconfigure the user's system

MATRIX KEY:

=T A Hgsken T ok (HDB= Xipx maceer Deagro 1runks
o
i
AN
IRISA™

Intelligent Restricted
Inward System Access

Telecommuters

FOR INFORMATION
CALL 1(800)685-8188
XIOX Corparation

577 Alrport Blvd.. Suite 700
Buriingame. CA 94010

Software
Defined Networks

©MCI Telecommunications Corporation, 1993

Prysical

Ftectrical
Erviranment
Taleghone

~gnctonal

Reports

o )

Maintenance Ports

Technical Specifications,

The Hacker Preventer*

EXCIUSIVE Of Dack ng —atenals 28 fourss
Mans cower 115/23C Vac 50-6C Hz 50 %~ —ax
Qb YA y0Ica:
Jpesatirg temperature 10-50 deg C
Relatva Huridity 10-95%,
%" 1anaicg FCC registrancs
Reqv 08B ULE10 1818
Jser 10 code iength Jw‘ Taxmum g
Jiaied numoer iength 28 dugits maximur
5:00al Service Ciasses O resmicted 182 ur
Jser Service Classes U rastricted. -9 unrestric
%ﬁawz:d User 1D list, selectable by range 4
i defail repart. ast in-furst out L S000 3 e
3‘ Ve user Report. selectaple ny range &
Aztive User Regort

EMC54S-15718-MC-E

mem T

Jany y

Modem Pool

{ oao ’

Voice Mail

e
=

Remote

Contro! No. 20019 1/93



Welcome

{0 the

New MLl

Detector

his i~ the fir<tedin oo oo
|

Detect newsletter DETE
We have designed thes ol

tures. information on the Latese £ o
nigques. helptul hints on how o0
fraud and featire stories o oo o

helped customer-,

\ growing number of conaant -

contronted with the toll traad o b

R

{retien

to provide vorswatboar o
of MCT s frand oot

fy

estimates vary. it ix generally oo koo

CPE-related fraud accounts tor i,
billion euch vear in tosse~ The o

being hacked i< very real.

MCT has a long history of helpi
deal with fraud problem- bl
fraud prevention seminars. poonn
consulting und <upplving educat. nal
Now a new generation of anti trooe
have been developed to comboar
MCI Deteet 1s a value-added <
to "THELP YOU PUT THE 1N
FRAUD. {tis a multi-faceted o
sisting of 1 kev elements:

1. Customer Awn >
& Education —
Free to MCI Cusr

o Exclusive. award winning. ot
video. “Invisible Criminal-

e MCIDETECTOR. quarterts o1,
newsfetter

¢ Manual on easily compromise ¢ P'F
and functions (available w10

¢ “Hands on” consulting

Traffic —Free to MC
Customers!

* \nalvsic of customer’™s MO o,
originated 800 traffic and ontte o

national to select high-traud o0

2. Analysis of Custor s

Wby
t ‘I 1l

i~

¢ Customer notification of potenaally fraud-
uleint usage
*  \istance in resolving franduent sitaations

1 CPE Add-on Squir oot

through Atf:hates

Program

o 200 discount on MVicroFrame and \iox
equipment for M1 customer

e Monitors any traftic routed through it: i<
not exelusive to the traffic of MCT or any
other carrier

e (an be <et o take corrective action without
human intervention

o Has thresholds that can be tadored to indi-
sidual husiness traftic patterns

¢ Monitors traffic on real time basi-

4 Thrrd-Party
fnsurance

¢ Coverage of all of castomer’s long distance
tratfic

* No MCI requirement for traffie volume
commitment

® True insuranece. not a service guaranter

For more information on how MCI Detect

an help you put the finger on fraud <peak with

vour MCI representative.

MC! intercepts fraudulent
activity on Times Record in

Maine 1-800 service and

prevents thousands of

dollars in losses.




W has a
long historv
of helping our
customers
with fraud

problems.

hints

DISA

Froed Method ts)——DISN - dowzne s toadow

remofe geees~toa PBN andibhenarma an

outhound vall. A~ a4 resudr b 0o~ 2
many PBX ownersuse DIS v P adbime
Carde: however. it s alse aooc oo el

operators in placing frawdndos

The hackers are able to looate e s ey
ture with the use ot a “war ol b owar
dialer™ dials telephone non e et nly .
generally 800 number-. ol Lt o
dial tone 1= obtained. \ter avoamte - ol
hacking ~oftware is then ised s et adul
authorvization codes cauth o e e
“frequenthy ™ but not abwa ber 1o
pirated voice mail ~vstems o er
bulletin boards. The codew 0 s
tributed to a network of «.ci <10 o s
and mav also be posted oo ool

and voiee mail svstems

Froud Solution (5)—There v 00 st -
PBX owner can take to presoat e oo com
obtaining and traududentls s e s e
ture. To begin with aath b o001 be
made as long as possible \vthe s 1otae

tor of 10000 should exist Lot P
codes. For example. if theoo P
the code should be at lea~t 7 0 0Ty
10,000 + 10000 or 5 digit< Yo N
be randomdy <cattered theons ‘ N

ble range but not ea~ts et s

or LT11, Class of serviee e 0 cold
be applied to the auth codes el i+ wath
a truly legitimate need ~hoi boowed
International dialing thro:d Vi
monitoring ssstem shoabd b o : o
DIS A usage. Monitoring coporis 0 i bow
the number of times and e rath
code is nseld ina dav. Hoposaibde i o alae
of those calls should al-o tv the

reports.

Voice Mail Boxes (VMB) As Butle .» Eourd

Froawd Method(s)j—There are 000 s ol
VMB Svstems fraud. The fiva Curs
when a hacker takesoverabov.o ol s 2t

i iminnta wath athor ha ke 71 < i he

ovpeonsive iaeeess s d to the VIR s s
tem viaoan 800 nomber Bnothis sitiation,
hacker typically Back= ot the bhog passsord

and vhanges it alone with the creeting,

Frand Nolutionts)—"To protect azainst o
A MB heing pirated the following ~teps ~honld
be taken:

e Do not wilow administrative aceess via the
phone. I telecom person can add . delete
and change hoxes via the phone. <o can
hacker

o Do not have active maid hoxes that do um
have an owner,

¢ Piaswords ~houbd be at least 6 disits fone

s 1 possible. pat=ssords should exprre e

3090 qlu'\\_

Vaice Mail Boxes (VMB) Garnering Diai Tone

Frond Mothod 15— The <econd tyvpe ol abui
i olves warnering a PBN dial tone via the VMB
Thi- i~ aceomplished in tsvo wavs, Both meth

odds can tran<fer ot of the VMB 1o a phone o
the ssstem. H the PBX i nof et up properhs
the transter can be made direcths 1o dial tone
In other instances the caller transfers to an
extension, In some cases the extension mas b
on another PBX and require transmis-uo
over a tie line. I the tie Bine is not properdd

<ecured. dial tone can be retriesed amd Teand
wlent calls placed. Finally. all PBN- b

Trunh Veces< Codes {TAC 08 Facilite Voo
Codes (FACs) Technivians pse these ool

1o make test calls. If allowed . a hacker canonam

fer out of the VMB to the TAC< or FAC-

Froaud Nolution ts)—>tep~ 1o Peeveon '8

Frawd:

. Di.\&ll)lillg the transferving out oo
This would restrict use to only veceivms o
retries ing messages.

e Limiting aceess to only f-digit extens
if transtferring i< allowed,

¢ Blocking 8 & 9 aceess (8 X 9 2o
being draw dial tone number-i.

s Prohibiting trunk-to-trunk acee--
tie lines.

e Disallowing TAC and FAC aeevs b,

VMB.



MicrokFrame

No Additional Lines, Easy Installation
and Initialization

Both the remote aceess maintenance port and
SMDR port connect to the IPC-310. eliminating the
cost of extra support lines and modems. Initializa-
tion is easily accomplished through a series of
menu-driven prompis,

Any combination of available authentication
technologies may be selected for maintenance port
access. Up 1o 20 user-defined CDR control parame-
ters are available for setting alarm criteria. inelud-
ing both percent deviation from normal profiles and

number-of-events limitations in cach parameter.

FOR INFORMATION
CALL 1(800)895-7450
MicroFrame, Inc.
21 Meridian ‘Road
Edison, NJ 08820

©MCI Telecommunications Corporation, 1993

ATTACHMENT A

Network

Basic Secure Sentinel® IPC-310 Platform

Authentication Models
Callback:
Direct Dial Token:

Operating Characteristics
Internal Modem:

Maximum Link Speed:
Digital Connections:

Analog Connections:
Standard Display:
Standard Power:
Optional Power;
Back-up Power:
Standard Memory:
Buffer memory:
Temperature Range:
Relative Humidity:
Dimensions

—

Typs

Fixed/Variable Callback, Password Only
In-Line: TeleKEY, MagnaKEY, SofKEY
Dff-Line: PassKEY and Other Popular Tokens

2400 bps with MNP level 5 Error Correction
ANI Compatible

18,2 Kbps, Speed Maiching between Ports
Host 1-RS-232/DB25S, Host 2-RS232/DBIS
Aux Port-RS-232/0B25S

RJN

Red, Green, Yeliow LED Indicators
110/220/240 VAC, 50/60 Hz

48V to 52V DC

Holdover Battery included

1MB Battery Supported Static RAM
Programmable

0-40 degrees Centigrade

To 95%, non-condensing
5.75"x9.50"x2.75"

Control No. 20017 5/93



MicrokFrame

IPC-310 SECURE SENTINEL

Dual-port controller with internal modem provides

continuous toll fraud loss control througl

real-time call-detail monitoring.
maintenance port security. and

alarm management.

The Microl'rame Secure Sentinel integrates the
essential elements of a sound tefephone fraud foss
prevemtion program into a single solution. The
Secure Sentinel connects to hoth the SMIDR and 1he
maintenance port of the PBX. securing the mainte-
nanee port against unauthorized aceess and detecr-
ing frandulent activity by continuously monitoring
call detail records. It provides prompt control action
through alarms 1o PCs. pagers or FAX machines. If
there is no response to the nital alarm within a
pre-selected time. Secure Sentinel escalates alarms
to higher anthority and/or can automatically disable
the abused fueilin.

MicroFrame has been aleader in programumable
computer and data network security svstems
since 1982, Companices of all sizes vely on the
Secure Sentinel as a kev element in their fraud los-
control program. '

Installation and initialization is quick and casy.
For more information. contact MicroFrame. Ine..

at 1(800):303-7430.

Secure Sentinel

b U DR Ay Manager

WLCEM 3TATyg ..

® o "so:‘ o cm 3 .
Realize the Following Benefits

o Coutinuous monitoring and analvsis of call-
detail trends o determine il activity exceeds
predefined threshold Tevels

o ~cenred aceess to PBN maintenance ports
u~me advaneed caller awthentication
technologies

o M portactvity captured and logged

o funcllivent mauwto-learn” mode to establish
DR '»l‘uﬁ‘(N

o Nuronatic alarm notification to PC. pager
or AN

o | ~calation of alarms o higher level it no
vesponse within selected rime frame

o Noromatie shut-down capability if no
tospreanse 1o alarms

o ~pecial 20% discount on entire line of

Miceal vame products for all MCEeustomers



THE HACKER PREVENTER"

Advanced artificial intelligence provides

continuous, high level security against

fraudulent access to PBX.

The Xiox Hacker Preventer provides a unique.
proactive approach to telecommunications
fraud control. Using three lines of defense, it
guards inbound access to PBX systems, block-
ing the efforts of even highly sophisticated
hackers. This is achieved through a combina-
tion of user ID. password. and verbal author-
ization, making the probability of guessing a
valid code one in a billion. Repeated access
attempts and unusual call patterns are recog-
nized and access is denied.

Drawing upon experience and expertise
gained over more than a decade of providing
PC-based call aecounting and telecommunica-
tions security, Xiox offers a complete familv of
hardware and seftware for successfully block-
ing, tracking and trapping hackers and system
abusers. In addiition to the Hacker Preventer.
the Fort Knox family includes the Hacker
Deadbolt and the Hacker Tracker.

Realize The Following Benefits

¢ Three levels of inbound protection from
telephone hackers

* Secure, monitored use of DISA-type features
for traveling employees and telecommuters

Automatic recognition of user-profile devia-

tions and termination of fraudulent use

e On-demand printed reports for assistance
with fraud analvsis and usage research

e Secure access to remote maintenance ports.
voice-mail systems and modem pools  *

e Full realization of cost savings inherent to
remote access systems

e Special 20% discount on entire family of

NIOX products to all MCI customers

Easy Installation and Custom
Configuration

Within hours. the Xiox Hacker Preventer can
be installed and configured to meet the precise
security needs of vour organization. The unit
connects between one and sixteen extensions to
vour PBX and requires no special trunking or
telecomm facilities. It can accommodate over
2.000 busy hour calls (depending on model)
through the DIT feature. Configuration and
maintenance can be accomplished either by
secure telephone or by using the DOS-based
configuration utility provided with the Hacker
Preventer.
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X10X

 Stop inbound hackers...three levels of access protection
incinde user 1D and password. verbal password, and alaring.
» Stop outbound hackers...user IDs can be assigned to nine
defined elasses of service for specific destinations such as
interoffice or certain area eodes. or restricted from access to Physical
certain destinations such as international or any long
distance calls.

* Stop hackers who don't trip alarms when leaving system. . Electrical
proprietary user profiling. automated accumulation of
profiles. and artificial intelligence comparisons to profiles Environment
separate hackers front users.

* Stop hackers who try to reconfigure the user system... Telaphone
the remote maintenance port is protected by an arrav of
password alternatives: a dial back modem capability and Functional

passwords in effect for limited periods such as one-time
or 24-hour use,
o Track hackers...robust veporting capabilities include
Authorized User. Call Detail. Active User [Ds. and Daily Reports
Activity by User ID.

Slocking...

Hackers who rip alarms accessing the system
Hackers who wip alarms leaving the system

XHP  XHP
XHP/ XHP
XHT

Hackers who dan't trip alarms XHP XHP

leotinicadl Specitications,
The Hacker Preventer™

Housing: Shelf or desk mounted enclosure
H135in.W75in. D16in.

Weight, exclusive of packing materials: 28 pounds.
Mains power: 115/230 Vac, 50-60 Hz, 50 VA max,

25 VA typical.

Operating temperature 10-50 deg. C.

Relative Humidity 10-95%.

RJ11 analog. FCC registration: EMC545-15118-MD-E.-
Reqv: 0.8B. ULE10 1818.

User {D code length: 8 digits maximum, 1 digit minimum.
Dialed number length: 28 digits maximum.

Global Service Classes: 0 restricted 1&2 unrestricted.
User Service Classes: 0 restricted, 1-9 unrestricted.
Authorized User 1D list, selectable by range of user code.
Call detail report, last in-first out, 5000 call sliding window.
Active User Report, selectable by range of user code.
Daily Active User Report.

Hackers whe Iy 10 reqorfigure the user's system Modem Pool Voice Mail
- ooo
N Auto
] Attendant
MATRIX KEY:

XHT= Xiox Hacker Tracker XHOB= Xiox Hacker Deadhoit ~ Trumks

IRISA™~
intelligent Restricted
Inward System Access

Telecommuters
FOR INFOHMATION
o Software
CALL 1(800)885-8188 Defined Networks
XIOX Corporation
Remote
577 Airport Blvd., Suite 700 Maintenance Ports

Burlingame, CA 94010

©MCI Telecommunications Corporation, 1993
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i[i’" ™ his is the first edition of the IC1
' { Detect newsletter. DETECTOR?™

We have designed this publication

to provide vou with an overview

of MCI’s fraud prevention fea-
tures. information on the latest fraudulent tech-
nigues. helpful hints on how to deal with
fraud and feature stories on how we have
helped customers.

A growing number of companies have been
confronted with the toll fraud problem. While
estimates vary. it is generally acknowledged that
CPE-related fraud accounts for more than #]
billion each vear in losses. The possibility of
being hacked is very real.

MCI* has a long history of helping our customers
deal with fraud problems including holding
frand prevention seminars. providing on-site
consulting and supplying educational materials.

Now a new generation of anti-fraud measures
have been developed to combat toll fraud.
MCI Detect is a value-added service developed
to “HELP YOU PUT THE FINGER ON
FRAUD.” It is a multi-faceted approach con-
Sistib of 4 key elements:

1. Customer Awareness

& Education —

Free to MCI Customers'

¢ Exclusive. award winning. fraud awareness
video, “Invisible Criminals™

* MCIDETECTOR. quarterly informative
newsletter

* Manual on easily compromised CPE features
and functions (available mid-1993)

¢ “Hands on” consulting

2. Analysis of Customer
Traffic—Free to MCI

Customers!

® Analysis of customer’s MCI domestically
originated 800 traffic and outhound inter-
national to select high-fraud countries

Customer uotification of potentially fraud-
ulent usage
¢ Agsistance in resolving frandulent situations

3. CPE Add-on Equipment

through Affiliates

Program

* 20% discount on MicroFrame and Xiox
equipment for MCI customers

® Monitors anv traffic routed through it: is
not exclusive to the traffic of MCI or any
other carrier

¢ Can be set to take corrective action without
human intervention

¢ Has thresholds that can be tailored to indi-
vidual business traffic patterns

® Monitors traffic on real time basis

4.Third-Party
(nsurance

» Coverage of all of customer’s long distance
traffic ~

* No MCI requirement for traffic volume
commitment

¢ True insurance, not a service guarantee

For more information on how MCI Detect
can help vou put the finger on fraud speak with

your MCI representative.




MCI has a
long history
of helping our
customers
with fraud

problems.

hints

DISA

Fraud Method {s)— DISA is dexigned to allow
remote access to a PBX and then originate an
outbound call. As a result of this design.
manv PBX owners use DIS \ in licu of Calling
Cards: however. it is also used by call-sell
operators in placing fraudulent calls.

The hackers are able to locate the DISA fea-
ture with the use of a “war dialer” The “war
dialer™ dials telephone numbers randomly.
generally 800 numbers. until a modem or
dial tone is obtained. After a number is found.
hacking software is then used to search for valid
authorization codes (auth codes). Codes are
“frequently” but not always distributed to
pirated voice mail systems aml computer
bulletin boards. The codes are usually dis-
tributed to a network of call-sell operators
and may also be posted on bulletin hoards
and voice mail systems.

Fraud Solution (s)—There are many stepsa
PBX owner can take to prevent hackers from
obtaining and fraudulently using the DISA fea-
ture. To begin with auth codes should be
made as long as possible. At the very least a fac-
tor of 10.000 should exist hetween the active
codes. For example, if there ure 10 users
the code should be at least 5 digit= long (10«
10.000 + 100.00 or 5 digits). Auth codes should
be randomly scattered throughout the possi-
ble range but not easily defined (e 1234
or 1111). Class of service restrictions should
be applied to the auth codes. Only users ith
a truly legitimate need should he allowed
International dialing through the DISA. A
monitoring system should be setup to record
DISA usage. Monitoring reports should show
the number of times and minutes an auth
code is used in a day. If possible. the dollar value
of those calls should also be noted on the
reports.

Voice Mail Boxes (VMB) As Bulletin Board

Frand Method (s)—There are two types of
VMB Systems fraud. The first type occurs
when a hacker takes over a box and uses it to
communicate with other hackers. This can be

expensive if access is gained to the VMB Sys-
tem via an 800 number. In this situation. a
hacker typically backs out the box password
and changes it along with the greeting.

Fraud Solution (s)—To protect against a
VMB being pirated the following steps should
be taken:

e Do not allow administrative access via the
phone. If telecom person can add. delete
and change boxes via the phone. <o can a
hacker.

e Do not have active mail boxes that do not
have an owner.

o Passwords should be at least 6 digits long.

o If possible. passwords should expire every

30-90 days.

Voice Mail Boxes (VMB) Garnering Dial Tone

Fraud Method (s)—The second type of abuse
involves garnering a PBX dial tone via the V MB.
This is accomplished in two ways. Both meth-
ods ean transfer out of the VMB to a phone on
the system. If the PBX is not set up properhy
the transfer can be made direcily to dial tone.
[n other instances the caller transfers to an
extension. In some cases the extension may be
on another PBX and require transmission
over a tie line. If the tie line is not properhy
secured. dial tone can be retrieved and fraud-
ulent calls placed. Finally. all PB\~ have
Trunk Access Codes (TACs) or Facility Yeees-
Codes (FACs). Technicians use these coiles
to make test calls. If allowed. a hacker can trans-
fer out of the VMB to the TACs or FAC~.

Fraud Solution (s)— Steps to Prevent [REAN

Fraud:

e Disabling the transferring out fcature.
This would restrict use to only receiving anil
retrieving messages.

e Limiting access to only 4-digit extension-.
if transferring is allowed. '

e Blocking 8 & 9 access (8 & Y generally
being draw dial tone numbers).

¢ Prohibiting trunk-to-trunk aceess trom
tie lines.

¢ Disallowing TAC and FAC access from the
VMB.



Fraudulent Activity
Discovered in

Daily Analysis

Report

MCl's Systems
Integrity group re-
cently came to the
rescue of The Times
Recordin Brunswick,
Maine. Karen Curia, an S Staff Investigator,
noticed in the daily analysis repart that an
unusually high number of calls to The Times
Record’s 800 number were coming in

from the 212 area code. Karen real-

ized that this pattern was out

of the norm for The Times

Record, and that the 212

area code further indi-
cated that fraudulent
activity was occur-
ring. A hacker

most likely had

just crackedan

access code

into The Times ~ Brunswick,
Record PBX and Maine .-~
sold the code to 7

an individual who
soid long distance

service for a fee

from payphones,

ak.a. a “call-sell” operation. She immediately
called The Times Record and advised them
to contact their equipment vendor to secure

their system.

As a result, the fraud-related losses were kept
to less than $500. Had this system of traffic
analysis and prompt action by Karen not
been in place, the loss could easily

have been in the tens of thou-

sands of dollars. Phyllis A.

Thiboutot, Vice President

and Treasurer of The Times

Record, in commending

Karen said, “| especially

would like to forward

my heartfelt thanks

to Karen Curia for

her work on dur

account; if it

were not for

her, we would have

only discovered this problem

today. MCI Investigations has done

a superb job.”

Congratulations Karen!

-
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BOOD EXTENODED CALL COVERAGE™

Beginning April 5, 1993. basic MCI 800 Ser-
vice™ and MCI Vision® 800 Service will include
calls from Hawaii, U.S. Virgin Islands and
_ Puerto Rico. Previously. these areas were
part of Extended Call Coverage. Basic coverage
will now include these areas automatically. This
800 service enhancement gives you the oppor-
tunity to explore new markets outside the
United States.

Although the U.S. Virgin Islands and Puerto
Rico do not currently account for large
amounts of CPE or card fraud. there is a
degree of certainty that inbound 800 from
Puerto Rico will be used to access and defraud
customers’ equipment.

We advise our customers to block outbound calls
to the 809 area code (809 contains the Caribbean
countries) as well as to countries not included
in the North American Numbering Plan.
unless they have business reasons to allow
the calls. This precaution will prevent. or at
least limit, the most expensive fraudulent
calls, the international ones. Blocking outhound.
however, does not prevent the hacker from dial-
ing in to your equipment via your 800 number.

© MCI Telecommunieations Corporatioun. 1903

Control No. 24832  5/93

MCI 800 service can be tailored so that 800 calls
can originate from the areas you specify. This
is called Tailored Call Coverage™ Using this
capability. vou can specify. by area code and
exchange (also known as NPA & NXX). the
areas you want to allow calls to originate
from and the ones you do not. If. in the con-
text of your business” requirements. you can
prevent calls to your 800 number, from orig-
inating in a particular area, you have eliminated
the possibility of fraud attacks via 800 access
from that area.

As part of the changes to the areas included in
Basic 800 coverage, MCI is waiving the Tailored
Call Coverage (TCC) charge associated with
blocking from April 1 until June 30. After June
30, there will be a $150 install charge to block
calls from these areas, and a 8110 change
charge to include these areas (both one-time
charges).

MCI is currently developing a list of NPA-NXX
combinations from which significant amounts
of fraud originate. This list will be made
available to customers for consideration for pos-
sible exclusion from 800 coverage plans.

We hope that you have found
the information contained in
DETECTOR helpful in your
efforts to prevent CPE-related
fraud. Look for the next issue
of DETECTOR in the third
quarter of ’93.




Reprinted from the CMA REVIEW .

Are Thieves Using Your PBX?

Telephone fraudt an unforfunale radliion
by Jim Snyder Remote access fraud
Perhaps the most critical issue

. For as long as fees have
_ been levied for telephone ser-
vice, thieves have schemed to
avoid paying these charges
particularly for long-distance
calling. Unfortunately, this
_ﬂlieueryisnotovﬂyjmuum.
but the individuals tnvolved
“are constantly developing

Although telephone fraud ex-
isted prior to divestiture, it was
less visible then because the as-
sociated costs were simply
passed on to ratepayers. Follow-
ing divestiture, however, the op-
portunities to make fraudulent
long-distance calls multipled.

The danger for the PBX
owner is that the remote
access authorizaiion code
will be compromisex,
enablingﬁmtﬁdﬂttcﬂﬂsto

methods of thefr

CMA REVIEW

facing telecommunications users
today is remote access fraud,
typically accomplished through
Private Branch Exchanges
(PBXs) and electronic Voice Mail
Boxes (VMBs).

Any business that employs a
PBX or a VMB in its telecommu-
nications system can incur hun-
dreds of thousands of dollars in
losses (in a few days) at the
hands of those intent on stealing
services.

P8Xs at the heart of the
problem

The heart of the problem lies
with the capabilities of PBXs and
similar equipment: not only is
the PBX able to transfer calls to
extensions and provide access to
the public switched network, it
generally has a number of other
useful features, such as remqte
access capability.

Remote access capability per-
mits a user to dial an 800 num-
ber or a 7 or 10 digit number
assigned to the Remote Access
Unit (RAU) or the Direct Inward
System Access (DISA) feature of
a PBX, to remotely enter an au-
thorization code through the
telephone touch tone pad, and to
obtain a dial tone. Then, if no
egress restrictions are in place in
the PBX, a call to any other tele-
phone in the world is generated.

Compromised codes

The danger for the PBX owner
is that the remote access autho-
rization code will be compro-
mised, enabling fraudulent calls
to be originated through the
PBX. Typically, the criminal who
has gained possession of a re-
mote access authorization code

number will make a “free” in-
bound call to the PBX through
the use of an 800 or a local num-
ber assigned to the customer’s
PBX, entef the compromised au-
thorization code, and then dial
the desired terminating number.

Once a PBX code has been
compromised, it will be sold,
then resold by each successive
buyer again and again for as long
as the code remains active.
These codes are also used for
“call-sell" operations in which
long distance phone calls are
"sold" to the public at pay phones
and other locations.

The methods that are
deployed against PBXs are
limited only by the ingenuity
of the criminals seeking to

penetrate them.

How hackers invade PBXs

The methods that are de-
ployed against PBXs are limited
only by the ingenuity of the crim-
inals secking to penetrate them.
For example, if the lines are au-
tomatically answered by a call
sequencer, which routes incom-
ing calls, the PBX is at risk. A
"hacker” can program his com-
puter to generate calls to an 800
or a local number and learn the
security codes resident in the
PBX during the time that the call
is on hold waiting to be an-
swered. A computer isn't neces-
sary, however, to identify a valid
security code. Simple security
codes are often discovered by
hand.

Obscene cails signal froud
Recelving numerous wrong or
obscene phones calls could indi-
cate another variety of PBX
fraud. The calier may be taking
advantage of a design flaw in

Fall 1989




PBX Fraud (continued)

older PBXs that returns a dial
tone to the caller if the called
party hangs up first. VMBs are
also targets of this type of fraud
since some systems provide a
dial tone to the caller.

Owner is responsible

Because it is not possible to
distinguish between a caller who
is authorized to use the remote
access facility of a PBX and the
thief who happens to possess an
authorization code, all telephone
calls originating from the PBX
are carried to the terminating
number dialed, and the charges

for the completion of the call are
passed to the system owner.
The ability of some 800 service
providers to supply the originat-
ing number of 800 calls may
make those customers a less de-
sirable target for remote access
fraud because the perpetrator
does not enjoy absolute anonym-
ity. However, the sophisticated
thief who is attempting to avoid
detection may "loop,” that is, se-
quentially dial through a number
of different PBXs, and may com-
bine the use of stolen credit cards
and other illegal means to frus-
trate efforts to trace the actual
origin of the call. The thief may
also use public phone facilities

that likewise cannot be traced
back to him.

Take steps to "fraud-proof"
Because the mechanism that
permits fraudulent calls to be
made is equipment controlled by
the customer, neither the long-
distance service providers nor
the local telcos will take respon-
sibility for the losses resulting
from remote access fraud.
Consequently, telecommunica-
tions managers must take steps
to ensure that their systems are
secure.CNQ
Jim Snyder is an Executive Staff
Member [ Attorney in the Office of

Corporate Systemns Integrity for MCI
Telecommunications.

Guard against PBX fraud

6.

. Understand all the capabilities of your PBXs and
VMBs. The most logical source of information is
the vendor who sold or services the equipment. A
vendor should be able to describe the fraud-defen-
sive capabilities of a given system.

2. Delete all authorization codes that may have been
programmed into the PBX or VMB for testing and
service. '

. Frequently audit and change all active codes in a
PBX or a VMB. Those no longer authorized - par-
ticularly codes which were assigned to former em-
ployees, summer interns, and others who are no
longer valid users — should be deactivated immedi-
ately. Access to authorization codes should always
be imited to those who truly have a "need to know."

. Treat authorization codes just as you would credit
card numbers. Each code should be assigned indi-
vidually, and employees should be instructed as to
their confidentiality. For example, they must be
told that codes should never be written down on
anything which might be discarded, lost or seen by
an unauthorized person. Caution them about
using pay telephones at airports, hotels, or bus sta-
tions: someone may attempt to observe the dialing
sequence of the authorization code.

. Consider replacing the remote access function in the
PBX with a virtual private network card which mini-
mizes the company's exposure to fraud. If the re-
mote access function in the PBX is retained, the
authorization numbers selected as DISA or RAU
codes should be the longest numerical sequence
the PBX is designed to handle and choose entirely
at random. Because telephone extension numbers,
Social Security numbers, and employee identifica-
tion numbers are easily discovered by thieves,
avoid using them as authorization codes.

10.

. Tallor access the PBX to conform strictly with the

. Establish an unpublished number for the remote

. Review billing information to identify unauthorized

Inform all employees that the person on the other
end of a phone conversation may not be the person
he or she claims to be. Perhaps a thief, who is
trying to learn more about the employee’s phone
system in order to defraud the company, is posing
as a legitimate contact. Remind them that "dumps-
ter divers” regularly scour trash receptacles to
obtain discarded company information that may in-
clude remote call authorization codes and other pro-
prietary material.

needs of the company. International and those por-
tions of domestic long distance access that the com-
pany does not use should be blocked. If feasible,
remote access calling capability should be com-
pletely shut down during off-hours and weekends.

access unit/direct inward system access, and
program the PBX to wait at least 5 rings before re-
sponding to the call.

calling patterns. 800 call detail, a billing option
provided by certain 800 service providers, helps
identify fraudulent calls to the PBX and/or VMB.
Numerous inbound calls of very short duration usu-
ally indicate hacking activity. while outbound calls
of long duration often, although not always, reflect
fraudulent usage. High volumes of calls during off-
peak hours {late night and early morning) are also
symptoms of possible fraud.

Finally, avoid using a steady tone as the prompt to
input an authorization code. Instead, use a voice
recording or no prompt at all. Whenever an invalid
authorization code is entered, the call should
either be terminated or routed to a switchboard
operator.
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